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the language in the final legislation. Congress’s refusal to include
Representative Jackson Lee’s amendment in the final bill suggests that
Congress did not want to unduly hinder the NSA’s collection authority.

Policy factors echo this analysis. Selectors that are effective under
section 702 will precisely identify targets of foreign intelligence interest,
including foreign terrorist groups or officials in governments that sponsor
terrorism. Devising sclectors to achieve this goal is section 702’s driving
purpose. As discussed in the previous Subpart, sloppy selectors that took
in U.S. person data would ill serve this objective. Admittedly, in some
cases the analyst who frames a precise selector may know that such
collection will also net data about a U.S. person. However, that factor
should not in itself limit collection on a valid non-U.S. target. This
prohibition would perpetuate gaps in intelligence, instead of closing
them. It would also penalize an analyst for knowing more about a non-
U.S. subject’s contacts, if those contacts happen to include U.S. persons.
Encouraging analysts to know less impairs efficient collection of data
about national security threats.

That said, the government’s current criteria for use of U.S. person
identifiers on section 702 could benefit from further legislative guidance.
Guidance from Congress could clear up one area of inconsistency within
NSA'’s own criteria, involving the use of identifiers to gather information
about threats to life. It could also refine areas where the use of U.S.
person identifiers serves foreign intelligence goals, including aggregating
information about conduct abroad on behalf of a foreign terrorist
organization, participation in a transnational criminal enterprise, and
espionage.

Consider first the status of “threats to life” as a basis for framing
U.S. person queries of section 702 data. The NSA’s own example—
hostage situations —does not fit the NSA’s stated criteria of a query that
is “reasonably likely to return foreign intelligence information.”*” At
first blush, this argument about the inconsistency of gathering
information about hostage situations with the NSA'’s criteria for use of
U.S. person identifiers may seem counterintuitive. Who, after all, could
argue with gathering as much information as possible to deal with such
exigencies? In policy terms, the NSA’s position may well be the right call.
However, it poses tensions with the NSA’s own criteria for using U.S.
person identifiers.

To see why, consider three common examples of hostage situations.
A typical U.S. hostage situation involves a bank robbery gone wrong or
an episode of domestic violence, in which a batterer holds an intimate
partner or a child hostage after the police arrive. In this situation, foreign
involvement is not likely; indeed, it is rare. A query in this case would be

419. NSA Privacy REPORT, supra note 387, at 7.
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largely precautionary in nature, obviating the remote possibility of
foreign involvement. Next, consider a hostage situation abroad. Here,
the victim might be a U.S. person, but it is uncertain whether a section
702 query based on the U.S. victim’s discrete identifiers would yield
foreign intelligence information, unless the victim had engaged in prior
communications with her captors or the captors engaged in
communication about the victim. The latter instance (of kidnappers
mentioning the victim) is possible, but would only be “likely” if the
analyst making the query knew more, such as whether the government’s
section 702 data included surveillance of the foreign individual or group
responsible for the kidnapping. The return of foreign intelligence
information would also be likely where a U.S. person takes
hostages abroad, but this is exceedingly infrequent. Here, too, knowing
more might change the calculus; if a group like ISIS took hostages, it is
possible that further information would be available from querying
identifiers associated with U.S. persons known to have joined the group.
Even here, however, it is not necessarily “likely” that such a query would
return foreign intelligence information, since U.S. persons who have
joined the group might have no knowledge of the kidnapping. This does
not mean that Congress should bar such queries in hostage situations, but
it does call attention to the lack of fit between the NSA’s current stated
criteria and its own examples.

Remedying the problems with NSA’s use of U.S. person identifiers
is more challenging. Two current proposals—one by Representative Zoe
Lofgren of California, which the House of Representatives has approved,
and one by Chair David Medine and former D.C. Circuit judge Patricia
Wald of the PCLOB—illustrate the difficulties plaguing proposed
solutions.

Consider first the amendment to the Department of Defense
Appropriations Act offered by Representative Lofgren.*® The Lofgren
Amendment would bar using federal funds “to query a collection of
foreign intelligence information acquired under section 702 ... using a
United States person identifier.”*" The only exception in the amendment
is for identifiers connected to traditional FISA warrants and other ex
ante court orders authorizing surveillance.

The Lofgren Amendment paints with an unduly broad brush. It
does not allow queries based on U.S. persons who are involved with
hostage situations. Even though this query does not readily fit with the
NSA'’s current criteria, barring it altogether would be counterproductive.
In exigent cases, the NSA should have the ability to frame queries that
may save lives. The Constitution presents no bar since courts have

420. See 160 ConNG. REc. H5544 (daily ed. June 19, 2014).
421. Id.
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regularly approved searches under exigent circumstances.”” Nor does the
use of U.S. person queries in hostage situations clash with section 702’s
bar on targeting U.S. persons, since the queries concern evidence already
acquired through the targeting of persons reasonably beliecved to be
outside the United States.*”

Moreover, the government may well have the need to seck other
information regarding U.S. persons that could be included in lawful
collection under section 702 and might be difficult to acquire through
other means. For example, the government might intercept
communications sent or received by an ISIS operative in Syria or Iraq,
and might wish to know if the ISIS operative mentioned any U.S. persons
who are currently abroad fighting on ISIS’s behalf or might wish to go
abroad for this purpose. It is true that the government might be able to
secure a traditional FISA warrant once it determined that someone had
taken concrete steps to join ISIS’s fighting force, since that would make
that individual an “agent of a foreign power” who could be targeted
under the statute.** However, in a particular case, such as one in which a
U.S. person who had fought with ISIS was about to board a plane to
return to the United States, time might be of the essence. In such a case,
the government may not have received sufficient notice of that
individual’s ISIS involvement to allow for the completion of a traditional
FISA application. Under these circumstances, it would be appropriate to

authorize a query of a section 702 database. The Lofgren Amendment
also fails to address this situation.

Another flawed fix is the proposal by Chairman Medine and Judge
Wald of the PCLOB. That proposal requires ex ante judicial review of
NSA queries to ensure that they are “reasonably likely to return foreign
intelligence information.”*® This proposal is superior to the Lofgren
Amendment because it has an appropriately deferential substantive
standard. Moreover, a larger FISC role is useful.”® In addition, Medine
and Wald outlined an intriguing alternative, entailing FISC appointment
of a special master who could review a “representative sample of query
results” and make recommendations to the court.*” The major flaw in the
Medine and Wald proposal is its differential standard for the NSA and
the FBI. Under the proposal, the test for the FBI, as assessed ex ante by

422. See Riley v. California, 134 S. Ct. 2473, 2494 (2014); Kentucky v. King, 131 S. Ct. 1849, 1856 (2011).

423. See United States v. Mohamud, No. 3:10-CR-00475-KI-1, 2014 WL 2866749, at *26 (D. Ore.
June 24, 2014) (holding that the Fourth Amendment does not bar U.S. person queries of section 702
information that has been lawfully acquired).

424. See 50 U.S.C. § 1805(a) (2006).

425. See PCLOB SECTION 702 REPORT, supra note 31, at 157-58.

426. See id. at 158 (citing Riley, 134 S. Ct. at 2491) (observing that the Founders favored
independent ex ante review of government searches, and “did not fight a revolution to gain the right to
government agency protocols”).
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the FISC in all but exigent circumstances, would be whether the U.S.
person query is “reasonably likely to return information relevant to an
assessment or investigation of a crime.”* The NSA’s test is whether the
query is “reasonably likely to return foreign intelligence information.”*”
The differing criteria for FBI and NSA queries could hamper intelligence
sharing between the two agencies, replicating the failures of the “wall”
that existed between agencies prior to September 11.%°

The better course for Congress would be to offer an itemized, but
not exhaustive, list of permissible uses of U.S. person identifiers.
Congress could permit U.S. person queries in cases involving pre-existing
FISA orders, threats to life, efforts to join international terrorist groups
(the ISIS example), and other transnational illegal activity. This list
would not categorically bar other uses of U.S. person identifiers, allowing
some room for those uses when compelling circumstances arise.
However, it would frame the substantive discussion in a useful way, and
send a signal to the FISC and the executive branch that deliberation on
the scope of U.S. person queries was vital.

A set of guidelines like those suggested would also compensate for
the broader latitude that the NSA has for incidental collection under
section 702. In cases that comprise the basis for the incidental collection
doctrine, a federal judge had already issued a warrant based on probable
cause to believe that wrongdoing had occurred.” That is not the case
with section 702, where the FISC merely reviews government targeting
procedures.”” The latitude permitted under section 702 gives the
government more room to frame initial searches to ensnare Americans.
Critics have surely exaggerated the government’s ability to engage in
reverse targeting. Evidence that the NSA has engaged in such practices is
slim to nonexistent. However, a dynamic approach that adjusts to the
post-Snowden climate should not treat the absence of reported abuse as
a recipe for complacency. Instead, this is the appropriate time to put in
place safeguards that will avoid abuse in the future.

428. Id. at 138, 150.
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External constraints should be optimal for providing flexibility while
ensuring checks on potential abuse. As in other situations, a public
advocate should receive notice of the NSA’s use of U.S. person
identifiers to query section 702 data. Once a statutory standard is in
place, the advocate should be able to seek FISC review of any identifier
when a reasonable possibility exists that the use of the identifier does not
comply with Congress’s formulation. This review would be ex post, to
avoid chilling the agency’s discretion in exigent situations. Ex post review
would still be meaningful, given the NSA’s status as a repeat player
dependent on the FISC’s continued good will. External constraints of
this kind would assure critics that substantive standards were being
followed. This external check is essential in the post-Snowden climate, in
which internal “protocols” have —perhaps to a fault —become objects of
corrosive cynicism.

CONCLUSION

A reform like an institutionalized public advocate’s office
exemplifies the fiduciary aspect of surveillance that this Article has
propounded. In acting as a fiduciary, the executive must address all
facets of information gathering that evolve over time: the changing threat
environment, technology’s capacity for intrusion, technological
safeguards, and perceptions of legitimacy. The frameworks enacted by
Congress in section 215 and section 702 and reenacted thereafter have
space for each, but changes in both provisions are necessary.

Prior to Edward Snowden’s revelations, section 215’s relevance
standard functioned as a compromise, with restrictions on use limiting
the intrusiveness of wide collection. To give the President more
information about ever-changing threats, the FISC authorized broad
acquisition of non-content metadata. The FISC made NSA collection
conditional on the use of a narrowly tailored set of RAS-approved
identifiers. Those protections leveraged technological safeguards, such as
automated search protocols that courts also use in Fourth Amendment
cases. The involvement of Congress and the courts addressed legitimacy
concerns, although the outcry after Snowden’s disclosures showed that
more needed to be done. An institutionalized public advocate would be a
down-payment on that debt.

The secrecy surrounding the metadata program exacerbated critics’
legitimacy concerns, although here secrecy functioned in the way that the
Framers had favored: secrecy enhanced strategic advantages and
expanded deliberation to include approaches that disclosure would have
removed from consideration. Between 2009 and June 2013, secrecy did
not impede the FISC’s ability to enforce the program’s trade-offs
between broad coverage and restricted access. It remains to be seen
whether the movement toward new legislation on section 215, including
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the version of the USA Freedom Act passed by the House in May 2014,
will strike the right balance between effectiveness and checks against
abuse.

In the wake of Snowden’s disclosure, even greater attention should
be paid to the dual values of tailoring government access to information
and ensuring the right mix of external and internal constraints. Those
dual values should inform assessment of substantive changes to section
215, as well as operation of section 702. A new requirement under
section 215 of a “specific selection term” related to a foreign power or
agent of a foreign power may be welcome as a codification of the limited
identifiers used by NSA. Defining that specific selection term, as the
Leahy bill does, to include a “personal device” is appropriate, although
courts must not impose an unduly narrow interpretation that limits
government access to information that has previously been available by
subpoena in ordinary criminal prosecutions. Under section 702, “about”
collection is appropriate, given the need for government access to
information on subjects involving international terrorism and other
matters of foreign intelligence interest. “About” collection does not
undermine the privacy rights of U.S. persons or others around the world,
as long as the FISC, aided by a robust public advocate, can consider ex
post whether the sclectors used are sufficiently tailored to the task. The
use of U.S. person identifiers to query section 702 data raises additional
issues. Here, too, a public advocate can assist the FISC. Congress should
also provide greater guidance on identifiers, articulating categories such
as relevance to international terrorism. These reforms will protect
privacy and enhance the legitimacy of surveillance programs, without
sacrificing their effectiveness.

The Leahy bill introduced in July of 2014 enhances external
constraints on the NSA, but its reliance on amici curiae and certification
will not be as effective as a robust public advocate. Amici curiac must be
appointed by the FISC, which has signaled that it regards a voice
opposing the government as disruptive and inefficient. Certification is a
procedure that the Supreme Court has resisted for decades. While
certification complies with Article III, it may not yicld the meaningful
review that the Leahy bill’s drafters intended. A robust public advocate
appointed by the judiciary with an ongoing role in FISC proceedings
would be consistent with both Article III and the Appointments Clause,
given the deference to Congress shown in Keith and Morrison v. Olson.

Snowden’s revelations have reshaped national security surveillance
and data collection. Those disclosures impaired the United States’ ability
to adjust to shifting terrorist threats. However, the debate fostered by
Snowden’s unauthorized actions has also provided an opportunity for
deliberation about the interaction of technology, secrecy, and national
security.
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Tailoring and the optimal mix of external and internal constraints
can build a stable framework for necessary surveillance in an uncertain
world. We should not squander that opportunity.




